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Executive summary: designing Al-powered immersive
worlds with human rights at the core

Immersive technologies—including virtual reality (VR), augmented reality (AR), and
mixed reality (MR), and immersive mobile and desktop experiences—will mean a
transformative expansion of what’s possible online. This has already begun with
today’s increasingly complex and capable social, gaming and events platforms, but
further along the line, more and more of people’s lives will move online—allowing for
new forms of communication, economic activity, education, and human interaction.
Generative Al accelerates all these trends with its democratisation of content creation,
and with ambient AI promising to distribute intelligence to the edge and tie the virtual
and physical worlds more closely than ever before.

These new digital worlds offer unprecedented opportunities for humanity to flourish,
but also create new risks to fundamental human rights—risks that increase as digital
lives become even less separable from our everyday existence. We consider the
fundamental freedoms and protections that must persist as our lives extend into virtual
spaces—including privacy, freedom of expression, dignity, safety from harassment,
equitable access, and economic participation. These are areas traditional digital rights
frameworks may not adequately address.

For developers, technology providers and individuals to have the confidence to push on
with building Europe’s Digital Decade with a thriving ecosystem, human rights and
trust considerations must include:

e The role of open-source standards: when implemented responsibly, open-source
allows for transparent, community-driven standard-setting, with auditable
systems. Open-source is inherently more competitive, avoiding the concentration
of technological power and value. Distributed technology architectures can enable
persistence of digital footprints and identity in the face of oppression, and aid
systems in recovery from attack

¢ Digital identity and privacy: decentralised stores of identity allow for persistence
that escapes the most coercive forms of oppression and centralised control online.
In immersive worlds, identity can become portable but context-aware and
selectively shared, with thoughtful controls baked in

e Accessibility and economic fairness: immersive tech should be an opportunity
for democratised access to education, creative and commercial experiences
previously limited by geography, resources or physical ability. Digital economies
should be designed to ensure value flows to those who create it

e New online safety challenges: Al facilitates more sophisticated moderation
services, which will be needed to keep up with the new safety challenges that
immersive environments bring. Community governance will have a role in
ensuring safety and freedom are balanced, as will age-appropriate design



The future of human rights in immersive worlds is not predetermined. It will be shaped
by intentional design, collaborative governance, and a commitment to fundamental
human dignity. Technology is never neutral—it reflects and amplifies human values,
both constructive and destructive. By actively building in privacy, safety, identity, and
equitable access, we can build immersive worlds that amplify human potential rather
than restrict it.

Open-source standards will ensure competitive and
democratised development of immersive technology

Open-source technology is a critical enabler in the creation of responsible, transparent,
and democratically developed immersive worlds. Unlike proprietary systems that
concentrate technological power, open-source approaches offer a collaborative model of
innovation that aligns deeply with the human rights principles of transparency,
accessibility, and collective empowerment. They support a rapid proliferation of key
technologies and innovations, and enable these to be tested and improved in the public
domain where they are implemented in a responsible way.

In the context of immersive worlds, this means creating technological infrastructures
that are inherently collaborative, transparently developed, and accessible. An
open-source approach is inherently more competitive, ensuring that technological
advancement benefits entire economies and does not belong to a small number of
companies. These platforms must be developed with built-in ethical frameworks, with
the source code open for continuous scrutiny, modification, and improvement by a
global community of contributors.

Open-source development provides a unique mechanism for ongoing ethical
governance. As long as transparency is taken seriously by those developing systems,
every line of code becomes potentially visible, every algorithmic decision subject to
collective review. This stands in stark contrast to closed ecosystems where ethical
considerations are determined by singular corporate or governmental interests.

Open-source technologies can break down technological barriers, creating pathways for
participation for historically marginalised communities. Development methodologies
could prioritise multilingual platform development; low-bandwidth compatible
technologies; adaptable interfaces that can be customised for diverse accessibility
needs; and technological frameworks that can be implemented with minimal
computational resources.

The strength of open-source also comes from its adaptability and speed of execution.
The sheer range of new technologies and platforms that are coming on stream in the
next few years multiplies the uncertainty over the ways they will interact. This law of
unintended consequences only boosts the importance of open-source, to allow for
constant testing in the public eye, so that technologists, thinkers, domain experts,



legislators, and the public at large can have an open and honest debate about desirable
outcomes.

Empowering democratic digital self-expression while
protecting privacy

Digital identity perfectly encapsulates what might seem a paradox: giving individuals
more rights will actually strengthen, not weaken, the collective, including the
organisations that build and are built on a new, decentralised system of protocols and
technologies. Robust digital identity will empower individuals, protect their
fundamental human rights, and allow businesses to obtain clear and legal consent for
innovative products and use-cases—it expunges the grey areas that have plagued the
internet as we know it today. At the same time, decentralisation means these identities
escape the coercive control of more oppressive governments.

The ability to control one’s digital representation offers transformative possibilities for
self-exploration and expression. While commercial platforms sometimes limit
customisation options, the evolution of these spaces presents opportunities to develop
more authentic and empowering approaches to digital identity. Al makes possible a new
level of hyper-personalisation across environments. Users are increasingly advocating
for and helping shape environments where they can present authentic selves across
diverse dimensions.

Identity verification systems, when thoughtfully implemented, can create safer spaces
while respecting privacy rights. The most promising approaches balance community
safety with identity protection, enabling trust-building without unnecessary disclosure.
These balanced systems can make immersive spaces more welcoming for vulnerable
groups by reducing harassment while preserving privacy.

In regions with restrictive governance, decentralised identity systems offer particularly
significant human rights opportunities. These systems can enable pseudonymous or
anonymous participation in immersive spaces without compromising personal safety,
creating digital gathering places beyond the reach of surveillance. For activists,
journalists, and vulnerable communities, these tools can become vital for free
expression and association.

Decentralised governance systems offer significant human rights opportunities,
particularly in contexts with limited press freedom or civil liberties. These systems can
create digital spaces beyond the reach of censorship or surveillance, enabling free
expression, assembly, and information sharing. For communities facing repression or
marginalisation, these autonomous digital spaces can become vital forums for
organising, education, and cultural preservation.



There is the potential that data collection, while less visible, is more invasive in
immersive contexts. Transparent data practices become particularly important here.
Companies that clearly communicate what data they collect, how it's used, and what
control users have can build trust while providing valuable services. Market leaders
adopting these practices can establish important norms that elevate standards across
the industry.

At the same time, verifiable credentials could become portable, context-aware digital
assets, with the user in control. An individual's skills, experiences, and ethical
contributions could be securely documented and selectively shared across different
immersive platforms. This would create a form of portable social capital that transcends
traditional institutional boundaries.

Responsibly designed immersive tech can help bridge digital
divides, and ensure fair economics

With thoughtful development, immersive technologies can become powerful tools for
expanding access to education, healthcare, and cultural participation. Economic barriers
currently limit widespread access, but declining costs and innovative deployment
models are gradually expanding reach. Public access points, educational programs, and
shared facilities can make immersive experiences available to broader populations. As
these technologies evolve, their potential to democratise access to experiences
previously limited by geography or resources grows more significant.

Environmental scanning technologies offer transformative possibilities for accessibility
and enhanced human capability. These systems can help people navigate unfamiliar
environments, provide real-time translation of written materials, or offer contextual
information that enriches experiences. When deployed with privacy-respecting design,
these technologies can augment human capability while respecting spatial privacy.
Consented biometric data collection will grow in importance as immersive technology
and ambient Al become an everyday part of human experiences.

Accessibility features in immersive environments can transform digital experiences for
people with disabilities. Customisable interfaces, alternative input methods, and
adaptable content presentation can make these spaces more accessible than physical
environments in many cases. When designed with inclusion in mind, immersive
technologies can reduce barriers faced by people with diverse abilities. Digital assets in
these environments will be increasingly richly enabled with visual, audio and even
haptic metadata, increasing their accessibility to people with disabilities.

Global participation in immersive development presents enormous opportunities for
cultural exchange and diverse innovation. As creator tools become more accessible and
development communities more inclusive, immersive spaces can reflect richer cultural
perspectives and address more diverse needs and globally relevant challenges.



Low-cost, open-source immersive platforms can also play a crucial role in expanding
access to educational content, cultural experiences, and global communities in regions
with limited resources or restrictive information environments.

Educational and cultural development should be accompanied by commercial
flourishing. Immersive technologies are creating vibrant new digital economies with
significant potential for more equitable and creator-centred models as compared to the
creator economies that have already emerged on social platforms. This is a chance to
ensure value flows to those who create it, rather than being concentrated among
platform operators.

New platforms and tools are making it easier for independent creators to reach
audiences and monetise their contributions. Al enhances this dynamic—democratising
content creation that then can be monetised by the creators themselves. These evolving
models can support more direct creator-audience relationships with fewer
intermediaries, where previously platform developers captured most of the value.

Immersive presence will demand stronger protection in
digital spaces

The embodied nature of immersive experiences will allow for unprecedented
connection and community-building, but will also necessitate safeguards and
responsible design.

The deep sense of presence in immersive virtual worlds makes harassment more
impactful in immersive spaces. Real-time protection tools represent an emerging area
of innovation with promising capabilities to enhance user safety. Al can facilitate
enhanced moderation techniques that can keep up with ephemeral, multi-modal user
activity. Advanced systems can empower users with sophisticated but intuitive control
over their experience, including personal boundaries, interaction preferences, and
environmental settings. These tools can help create safer spaces while preserving user
agency. Beyond protection, these settings will also let users improve their overall
enjoyment of virtual experiences. These preferences could be tied to users’ digital
identities and integrated by default across virtual worlds.

Community-governed spaces present particularly promising models for balancing
safety with freedom. User-defined and enforced norms, transparent moderation
processes, and clear accountability mechanisms can create environments that reflect
community values while protecting individual expression.

The sense of presence in immersive spaces also enables deeper human connection and
empathy. These technologies can create powerful spaces for community building,
therapeutic support, and emotional connection. When thoughtfully designed,



immersive interactions can foster greater empathy and understanding across
differences.

Child-specific design offers opportunities to create age-appropriate experiences that are
both engaging and protective. Thoughtfully designed immersive spaces can provide
valuable educational and social experiences while incorporating age-verification,
simplified consent mechanisms, and appropriate content limitations. These
environments can help young users develop digital literacy in safe contexts.

Some further considerations on technical trust
infrastructure: features to ensure security and fair
economics

Intentional design is crucial to ensuring the right outcomes in new immersive
environments. A number of key technological building blocks will allow for more
trustworthy, interoperable and user-centred digital spaces—some are covered above,
but we draw together some further technological aims here:

e Content authentication systems present promising capabilities for establishing
trust in immersive information. Technologies that verify provenance without
centralised control can help users make informed judgments about content
reliability while preserving creative freedom

e Virtual property systems, when clearly defined, can enable meaningful
investment and economic participation in digital economies. Clear frameworks
for ownership, transfer, and valuation of virtual assets would provide certainty for
participants while enabling new forms of creative and commercial expression

e On privacy, immersive technology will allow us to move beyond checkbox
compliance and transform consent from a legal formality to a meaningful choice.
Visual demonstrations, interactive tutorials, and in-experience consent processes
can make information more accessible than text-heavy approaches

e Security advances specific to immersive technologies are improving protection of
sensitive data and functions. From improved encryption for biometric
information to better isolation of critical systems, these technologies are making
immersive experiences safer without sacrificing functionality

e Distributed technologies like blockchain enable persistence that is spread across
the digital world without centralised storage and control. Oppressive
governments may limit online access, but digital fingerprints and identities
remain. This is also a strength when systems, including national systems, are
subject to attack—recovery is aided where systems and records are distributed
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